Weald Community Primary School

On-line Safety Policy

The Internet access policy has been agreed by all members of the school

community and builds on the KCC e-safety policy and government guidance.

The school e-safety on-line safety leader is Mrs Kate Mulley who works
with Mr David Pyle, who is the Designated Safeguarding Lead.

The policy will be reviewed on a yearly basis. Parents will be requested to

sign an e–Safety/internet agreement as part of the Home School Agreement. Children are required to counter-sign this document at the beginning of Year Three.
Why Internet access is important.

The purpose of Internet access in school is to raise educational standards, to

promote pupil achievement, support the professional work of staff and to

enhance the school management information and business administration

systems.

Internet use is part of the statutory curriculum and is an important tool for

learning. The school has a duty to provide pupils with quality Internet

access as part of their learning experience.

Pupils use the Internet widely outside school and need to learn how to

evaluate Internet information and to take care of their own safety and security.
Benefit of Internet use to the whole school community.

These benefits include:

• Access to world-wide educational resources including museums and art galleries;

• Inclusion in the National Education Network which connects all UK Schools.

• Information and cultural exchanges between students world-wide.
• Staff professional development – access to educational materials.
• Communication with the advisory and support services, professional associations and colleagues.
• Exchange of curriculum and administration data with LEA and DfE.

• Improved access to technical support including remote management of networks and automatic system updates.
• Access to world-wide educational resources including museums and art galleries.
• The school internet access will include filtering appropriate to the age of pupils.
• Internet access will be planned to enrich and extend learning activities.

• Pupils will be taught what internet use is acceptable and what is not and given clear objectives for Internet use.
• Approved sites will be bookmarked and listed in the favourites menu.
• The use of search engines by pupils will be avoided unless as part of a specific lesson on how to use them. Staff should guide pupils to on-line activities that will support the learning outcomes planned for the pupils’ age and maturity.

• Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.
How pupils learn to evaluate Internet content

• Pupils and staff should be made aware of and comply with the copyright laws.

• Pupils will be made aware that the writer of an e-mail or the author of a web page might not be the person claimed;

• Pupils should be taught to be critically aware of the materials they read and shown how to validate information before accepting its accuracy.

• The evaluation of on-line materials is a part of teaching/learning in every subject.
How the security of the school ICT systems will be maintained

• Virus protection will be installed and updated regularly;

• All internet access will be arranged through the KCN to ensure compliance with the county’s security policy.

• Personal data sent over the Internet or taken off site will be encrypted.

• Portable media may not used without specific permission followed by a virus check.

• Unapproved software will not be allowed in pupils’ work areas or attached to email.

• Files held on the school’s network will be regularly checked.

• The ICT co-ordinator / network manager will review system capacity regularly.
How e-mail will be managed.

• E-mail must only be used in school for educational purposes.

• Primary pupils may send e-mails to class email accounts as a part of

planned lessons but will not be given individual e-mail accounts.

• In-coming e-mail will be regarded as public. Received e-mail may be examined and could, for example, be pinned to a notice board for collection by pupils.

• Messages sent using the school domain name should be regarded in the same way as messages written on school headed paper.

• The forwarding of chain letters will be banned, as will the use of chat lines.

• Pupils must immediately tell a responsible adult/teacher if they receive an offensive e-mail.

• Pupils must not reveal personal details of themselves or others by email or arrange to meet anyone whom they only know through e-mail.

• Staff should not use personal email accounts for professional purposes.
How publishing on the web will be managed.

• The web site will comply with the school guidelines for publications.

• The contact details on the website should be the school address, email

and telephone number. Staff or pupils’ personal information must not

be published.

• Pupils will be made aware that the quality of their work published on

the web needs to reflect the diversity of the audience.
• The website should comply with the school’s guidelines for publications

including respect for intellectual property rights and copyright.

• The head teacher will take overall editorial responsibility and ensure

that content is accurate and appropriate.

• Written parental permission will be obtained, on entry to the school, for

publication of pupils’ work or photographs on the school website or

local newspaper. Photographs must not identify individual pupils.

Group shots or pictures taken over the shoulder will be used in

preference to individual ‘passport’ style images.

How emerging technologies will be managed

• Emerging technologies will be examined for educational benefit and

risk assessment will be carried out before use in school is allowed.

• Pupils will not be allowed to bring mobile phones into school, in order

to avoid inappropriate use.
How should personal data be protected?

• Personal data will be recorded, processed, transferred and made

available according to the Data Protection Act 1998.
How will videoconferencing be managed?

• When recording a videoconference lesson, written permission should

be given by all sites and participants. The reason for the recording

must be given and the recording of videoconference should be clear to

all parties at the start of the conference. Recorded material shall be

stored securely.
The equipment and network

• All videoconferencing equipment in the classroom must be switched off

when not in use and not set to auto answer.

Users

• Only key administrators should be given access to the

Video-conferencing system, web or other remote control page available

on larger systems.

• Unique log on and password details for the educational

Video-conferencing services should only be issued to members of staff

and kept secure.

Content

• Videoconferencing should be supervised appropriately for the pupils’

age.
How internet access will be authorised.

• Internet access is a necessary part of the statutory curriculum. It is an

entitlement for pupils based on responsible use.

• All staff must read and sign the ‘Staff Information Systems Code of

Conduct’ or Acceptable Use Policy before using any school ICT

resource.

• At Key Stage 1, access to the Internet will be with adult supervision.
• Key stage one will have supervised access to specific approved on line

materials.

• Key stage two internet access will be granted to the whole class as part

of the scheme of work, after a suitable education in responsible internet

use.

• Parents will be informed that pupils will be provided with supervised

internet access and a signed agreement between the school and home

will be used.
How the risks will be assessed.

In common with other media such as magazines, books and video, some

material available via the internet is suitable for pupils. The school will

supervise pupils and take all reasonable precautions to ensure that users

access only appropriate material.

• However, due to the international scale and linked nature of information

available via the internet, it is not possible to guarantee that unsuitable

material will never appear on the terminal. Neither the school nor KCC

can accept liability for the material accessed, or any consequence

therefore.

• The use of the computer systems without permission or for purposes

not agreed by the school could constitute a criminal offence under the

Computer Misuse Act 1990.

• The Headteacher will ensure that the policy is implemented effectively.

• Internet safety poster will be displayed through out the school wherever

the internet is accessible (classrooms).

How will social networking, social media and personal publishing be

managed ?

• Access to social networking sites is blocked by Eis for users.

• The school will block/filter access to social networking sites.

• Pupils will be advised never to give out personal details of any kind

which may identify them and / or their location. Examples would include

real name, address, mobile or landline phone numbers, school

attended, IM and e-mail addresses, full names of friends, specific

interests and clubs etc.
How will filtering be managed?

• The school will work with KCC, Becta and the Schools’ Broadband

team to ensure that systems to protect pupils are reviewed and

improved.

• If staff or pupils discover unsuitable sites, the URL must be reported to

the e–Safety Coordinator.

• Senior staff will ensure that regular checks are made to ensure that the

filtering methods selected are appropriate, effective and reasonable.

• The school’s broadband access will include filtering appropriate to the

age and maturity of pupils.
Procedure for dealing with e-safety issues.

• Pupils will be encouraged to tell a teacher immediately if they

encounter any material that makes them feel uncomfortable.

• The teachers will use their professional judgement as to whether the

matter should be referred to the head teacher.

• All members of the school will be aware of the procedure for dealing

with issues relating to e-safety.

• Any complaint about staff misuse will be referred to the head teacher.

• Parents/carers will be informed if their child/ren are involved in any e-safety

misuse.

• The head teacher will decide whether the police should be contacted in

the event of a very serious issue.
How the School will ensure Internet access is safe?
• Pupils will be informed that Internet use will be supervised and

monitored;

• The school will work in partnership with parents, the LA, DfE and

the Internet Service Provider to ensure systems to protect pupils are

reviewed and improved;

• If staff or pupils discover unsuitable sites, the URL (address) and

content will be reported to the Internet Service Provider via the ICT coordinator.
How will Cyberbullying be managed?
• Cyberbullying (along with all forms of bullying) will not be tolerated in

school. Full details are set out in the school’s policy on anti-bullying.

• There will be clear procedures in place to support anyone affected by

Cyberbullying.

• There will be clear procedures in place to investigate incidents or

allegations of Cyberbullying. Pupils, staff and parents/carers will be

advised to keep a record of the bullying as evidence. The school will

take steps to identify the bully, where appropriate, such as examining

system logs, identifying and interviewing possible witnesses, and

contacting the service provider and the police, if necessary.

• Sanctions for those involved in Cyberbullying may include: The bully

will be asked to remove any material deemed to be inappropriate or

offensive. A service provider may be contacted to remove content.

• Internet access may be suspended at school for the user for a period of

time.

• Parent/carers may be informed. The Police will be contacted if a

criminal offence is suspected.
How will Learning Platforms (LP) and Learning Environments (LE) be

managed?

• LT and staff will monitor the usage of the LP by pupils and staff

regularly in all areas, in particular message and communication tools

and publishing facilities.

• Pupils/staff will be advised on acceptable conduct and use when using

the learning platform.

• Only members of the current pupil, parent/carers and staff community

will have access to the LP.

• All users will be mindful of copyright issues and will only upload

appropriate content onto the LP.
How will the policy be introduced to pupils?

• E-Safety rules will be posted in rooms with Internet access.

• An e–Safety training programme will be introduced to raise the

awareness and importance of safe and responsible internet use.

• An e–Safety module will be included in the PSHE, Citizenship and/or

ICT programmes covering both safe school and home use.

• All users will be informed that network and Internet use will be

monitored.

• Safe and responsible use of the internet and technology will be

reinforced across the curriculum.

• Particular attention will be given where pupils are considered to be

vulnerable.
How will the policy be discussed with staff?

• Staff should be aware that Internet traffic can be monitored and traced

to the individual user. Discretion and professional conduct is essential.

• Staff that manage filtering systems or monitor ICT use will be

supervised by the Senior Leadership Team and have clear procedures

for reporting issues.

• Staff training in safe and responsible Internet use both professionally

and personally will be provided.

• To protect all staff and pupils, the school will implement Acceptable

Use Policies.
How will parents’ support be enlisted?

• Parents’ attention will be drawn to the School e–Safety Policy in

Newsletters and on the school website.

• A partnership approach with parents will be encouraged. This could

include parent evenings with demonstrations and suggestions for safe

home Internet use or highlighting e–Safety at other attended events

e.g. parent evenings, sports days.
How will pupils help with on-line safety?
The On-line Safety Monitors will take a lead in spreading awareness of how children can keep themselves safe on-line through assemblies and other presentations and discussions. They will ensure that children at Weald have access to advice and guidance appropriate to their age group.
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